The following US Government FARs and DFARs are applicable
to all purchase orders referencing

Prime Contract N00167-21-D0010.

Please visit

https://www.acquisition.gov/browse/index/far

for full text of Part 52

https://www.acquisition.gov/dfars

for full text of Part 252


https://www.acquisition.gov/browse/index/far
https://www.acquisition.gov/dfars

Section I - Contract Clauses

CLAUSES INCORPORATED BY REFERENCE

52.202-1
522033
52.203-5
52.203-6
52.203-7
52.203-8

52,203-10
52.203-12

52.203-13
52.203-15

52.203-16
52.203-17

52.203-19

52.204-2
52.204-4

52.204-9
52.204-10

52.204-12
52.204-13
52.204-15
52.204-19

52.204-23

52.204-25

52.209-6

52.209-9
52.209-10

52.210-1
52.211-5
522152
52.215-8

Definitions JUN 2020
Gratuities APR 1984
Covenant Against Contingent Fees MAY 2014
Restrictions On Subcontractor Sales To The Government JUN 2020
Anti-Kickback Procedures JUN 2020
Cancellation, Rescission, and Recovery of Funds for Illegal orMAY 2014
Improper Activity

Price Or Fee Adjustment For [llegal Or Improper Activity  MAY 2014
Limitation On Payments To Influence Certain Federal JUN 2020
Transactions

Contractor Code of Business Ethics and Conduct JUN 2020

‘Whistleblower Protections Under the American Recovery and JUN 2010
Reinvestment Act 0of 2009

Preventing Personal Conflicts of Interest JUN 2020
Contractor Employee Whistleblower Rights and Requirement JUN 2020
To Inform Employees of Whistleblower Rights

Prohibition on Requiring Certain Internal Confidentiality JAN 2017
Agreements or Statements

Security Requirements AUG 1996
Printed or Copied Double-Sided on Postconsumer Fiber MAY 2011
Content Paper

Personal Identity Verification of Contractor Personnel JAN 2011

Reporting Executive Compensation and First-Tier JUN 2020
Subcontract Awards

Unique Entity Idenfifier Maintenance OCT 2016
System for Award Management Maintenance OCT 2018
Service Confract Reporting Requirements for Indefinite- OCT 2016
Delivery Contracts

Incorporation by Reference of Representations and DEC 2014
Certifications.

Prohibition on Contracting for Hardware, Software, and JUL 2018
Services Developed or Provided by Kaspersky Lab and Other

Covered Entities.

Prohibition on Contracting for Certain Telecommunications  AUG 2020
and Video Surveillance Services or Equipment.

Protecting the Government's Interest When Subcontracting  JUN 2020
With Contractors Debarred, Suspended, or Proposed for

Debarment

Updates of Publicly Available Information Regarding OCT 2018
Responsibility Matters

Prohibition on Contracting With Inverted Domestic NOV 2015
Corporations

Market Research JUN 2020

Material Requirements AUG 2000
Audit and Records--Negotiation JUN 2020

Order of Precedence--Uniform Contract Format OCT 1597
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52.215-10
52.215-11

52.215-12
52.215-13
52.215-15
52.215-18

52.215-19
52.215-21

52.215-23
52.216-7
52.216-8
52.216-26
52.219-28
52.222-3
522224

52.222-19
52.222-20
52.222-21
52.222-26
52.222-35
52.222-36
52.222-37
52.222-40

52.222-41
52.222-50
52.222-54
52.222-55
52.222-62
52.223-5

52.223-6

52.223-10
52.223-18

52.224-3
52.225-13
52.227-1
52,2326
52.232-17
52.232-18
52.232-20
52.232-22
52,232-23
52.232-25 Alt1
52.232-32
52.232-33

Price Reduction for Defective Certified Cost or Pricing Data  AUG 2011
Price Reduction for Defective Certified Cost or Pricing Data-- JUN 2020

Modifications
Subcontractor Certified Cost or Pricing Data

JON 2020

Subcontractor Certified Cost or Pricing Data--Modifications JUN 2020

Pension Adjustments and Asset Reversions

Reversion or Adjustment of Plans for Postretirement Benefits

{PRB) Other than Pensions

Notification of Ownership Changes

Requirements for Certified Cost or Pricing Data and Data
Other Than Certified Cost or Pricing Data -- Modifications
Limitations on Pass-Through Charges

Allowable Cost And Payment

Fixed Fee

Payments Of Allowable Costs Before Definitization
Post-Award Small Business Program Rerepresentation
Convict Labor

Contract Work Hours and Safety Standards - Overtime
Compensation

Child Labor -- Cooperation with Authorities and Remedies
Contracts for Materials, Suppiies, Articles, and Equipment
Prohibition Of Segregated Facilities

Equal Opportunity

Equal Opportunity for Veterans

Equal Opportunity for Workers with Disabilities
Employment Reports on Veterans

Notification of Employee Rights Under the National Labor
Relations Act

Service Contract Labor Standards

Combating Trafficking in Persons

Employment Eligibility Verification

Minimum Wages Under Executive Order 13658

Paid Sick Leave Under Executive Order 13706

Pollution Prevention and Right-to-Know Information
Drug-Free Workplace

Waste Reduction Program

Encouraging Contractor Policies To Ban Text Messaging
While Driving

Privacy Training

Restrictions on Certain Foreign Purchases

Authorization and Consent

Limitation On Withholding Of Payments

Interest

Availability Of Funds

Limitation Of Cost

Limitation Of Funds

Assignment Of Claims

Prompt Payment (Jan 2017) Alternate |
Performance-Based Payments

Payment by Electronic Tunds Transfer--System for Award
Management

OCT 2010
JUL 2005

OCT 1997
JUN 2020

JUN 2020
AUG 2018
JUN 2011
DEC 2002
MAY 2020
JUN 2003
MAY 2018

JAN 2020
JUN 2020
APR 2015
SEP 2016
JUN 2020
JUN 2020
JUN 2020
DEC2010

AUG 2018
JAN 2019
OCT 2015
DEC 2015
JAN 2017
MAY 2011
MAY 2001
MAY 2011
JUN 2020

JAN 2017
JUN 2008
JUN 2020
APR 1984
MAY 2014
APR 1984
APR 1984
APR 1984
MAY 2014
FEB 2602
APR 2012
OCT 2018
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52.232-37
52.232-39
52.232-40

52.233-1
52.233-3 Alt1
52.233-4
52.237-2

52,242-1
52.242-3
52.242-4
52,242-13
522432 Alt I
52.243-6
52.244-2
52.244-5
52.244-6
52.245-1
52,245-9
52.246-23
52.246-24
52.246-25
52.247-29
52247-34
52.248-1
52.249-6
52.249-14
252.201-7000
252.203-7000

252.203-7001

252.203-7002
252.203-7003
252.203-7004
252.204-7000
252.204-7002

252.204-7003
252.204-7004
252.204-7009
252.204-7012
252.204-7015

252.205-7000
252.209-7004

Multiple Payment Arrangements

Unenforceability of Unauthorized Obligations
Providing Accelerated Payments to Small Business
Subeontractors

Disputes

Protest After Award (Aug 1996) - Alternate 1
Applicable Law for Breach of Contract Claim
Protection Of Government Buildings, Equipment, And
Vegetation

Notice of Intent to Disallow Costs

Penalties for Unallowable Costs

Certification of Final Indirect Costs

Bankruptey

Changes--Cost Reimbursement (Aug 1987) - Alternate 11
Change Order Accounting

Subcontracts

Competition In Subcontracting

Subcontracts for Commercial ltems

Government Property

Use And Charges

Limitation Of Liability

Limitation Of Liability--High-Value Items
Limitation Of Liability--Services

F.O.B. Origin

F.O.B. Destination

Value Engineering

Termination (Cost Reimbursement)

Excusable Delays

Contracting Officer's Representative

Requirements Relating to Compensation of Former DoD
Officials
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MAY 1999
JUN 2013
DEC 2013

MAY 2014
JUN 1985
OCT 2004
APR 1984

APR 1984
MAY 2014
JAN 1997
JUL 1995
APR 1984
APR 1984
JUN 2020
DEC 1996
JUN 2020
JAN 2017
APR 2012
FEB 1997
FEB 1997
FEB 1997
FEB 2006
NOV 1991
JUN 2020
MAY 2004
APR 1934
DEC 1991
SEP 2011

Prohibition On Persons Convicted of Fraud or Other Defense- DEC 2008

Contract-Related Felonies

Requirement to Inform Employees of Whistleblower Rights
Agency Office of the Inspector General

Display of Hotline Posters

Disclosure Of Information

Payment For Contract Line or Subline Items Not Separately
Priced

Control Of Government Personne] Work Product
Antiterrorism Awareness Training for Contractors,
Limitations on the Use or Disclosure of Third-Parly
Contractor Reported Cyber Incident Information
Safeguarding Covered Defense Information and Cyber
Incident Reporting

SEP 2013

AUG 2019
AUG 2019
OCT 2016
APR 2020

APR 1992
FEB 2019
OCT 2016

DEC 2019

Notice of Authorized Disclosure of Information for Litigation MAY 2016

Support

Provision Of Information To Cooperative Agreement Holders DEC 1991
Subcontracting With Firms That Are Owned or Controlled By MAY 2019

The Government of a Country that is a State Sponsor of
Terrorism



252.211-7007
252.211-7008
252.215-7002
252.217-7003
252.222-7006
252.223-7004
252.223-7006

252.225-7001
252.225-7002
252.225-7013
252.225-7021
252.225-7036

252.225-7048
252.227-7014

252.227-7015
2522277016
252.227-1019
252.227-7027
252.227-7030
25222777637
252.2277-7038
252.2277-7039
252.231-7000
252.232-7002
252.232-T010
252.235-T011
252.242-7005
252.242-7006
252.243-7002
252.244-7001
252.245-7001

252.245-7002
252.245-7003
252.245-7004
252.246-7008
252.247-7023

Reporting of Governmerit-Furmished Property
Use of Government-Assigned Serial Numbers
Cost Estimating System Requirements
Changes

AUG 2012
SEP 2010
DEC 2012
DEC 1991

Restrictions on the Use of Mandatory Ashitration Agreements DEC 2010

Drug Free Work Force

Prohibition On Storage, Treatment, and Disposal of Toxic or
Hazardous Materials

Buy American And Balance Of Payments Program-- Basic
Qualifying Country Sources As Subcontractors

Duty-Free Entry--Basic

Trade Agreements--Basic

Buy American--Free Trade Agreements--Balance of
Payments Program--Basic

Export-Controlled Items

Rights in Noncommercial Computer Software and
Noncommerecial Computer Software Documentation
Technical Data--Commercial tems

Rights in Bid or Proposal Information

Validation of Asserted Resfrictions—-Computer Software
Deferred Ordering Of Technical Data Or Computer Software
Technical Data--Withholding Of Payment

Validation of Restrictive Markings on Technical Data

SEP 1988
SEP 2014

DEC 2017
DEC 2017
APR 2020
SEP 2019

DEC 2617

JUN 2013
FEB 2014

FEB 2014
JAN 2011
SEP 2016
APR 1988
MAR 2000
SEP 2016

Patent Rights--Ownership by the Contractor (Large Business) JUN 2012

Patents--Reporting Of Subject Inventions

Supplemental Cost Principles

Progress Payments For Foreign Military Sales Acquisitions
Levies on Contract Payments

Final Scientific or Technical Report

Contractor Business Systems

Accounting System Administration

Requests for Equitable Adjustment

Contractor Purchasing System Administration

Tagging, Labeling, and Marking of Government-Furnished
FProperty

Reporting Loss of Government Property

Contractor Property Management System Administration
Reporting, Reutilization, and Disposal

Sources of Electronic Parts

Transportation of Supplies by Sea

CLAUSES INCORPORATED BY FULL TEXT

APR 1990
DEC 1991
DEC 1991
DEC 2006
DEC 2019
FEB 2012
FEB 2012
DEC 2012
MAY 2014
APR 2012

DEC 2017
APR 2012
DEC 2017
MAY 2018
FEB 2019
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52.204-21 BASIC SAFEGUARDING OF COVERED CONTRACTOR INFOCRMATION SYSTEMS (JUN 2016)

(a) Definitions, As used in this clause--

Covered contractor information system means an information system that is owned or operated by a contractor that
processes, stores, or transmits Federal contract information.
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Federal contract information means information, not intended for public release, that is provided by or generated for
the Government under a contract to develop or deliver a product or service to the Government, but not inciuding
information provided by the Government to the public (such as on public Web sites) or simple transactional
information, such as necessary to process payments.

Information means any cominunication or representation of knowledge such as facts, data, or opinions, in any
medium or form, including textual, numerical, graphic, cartographic, narrative, or andiovisual {Committee on
National Security Systems Instruction (CNSSI) 4009).

Information system means a discrete set of information resources organized for the collection, processing,
maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 3502).

Safeguarding means measures or controls that are prescribed to profect information systers.

{b) Safeguarding requirements and procedures.

(1) The Contractor shall apply the following basic safeguarding requirements and procedures to protect covered
contractor information systems. Requirements and procedures for basic safeguarding of covered contractor

information systems shall include, at a mindmum, the following security controls:

(i) Limit information system access to authorized users, processes acting on behalf of authorized users, or devices
(including other information systems).

(if) Limit information system access to the types of transactions and functions that authorized users are permitted to
execute.

(iii) Verify and control/limit connections to and use of external information systems.

(iv) Control information posted or processed on publicly accessible information systems.

(v) Identify information system users, processes acting on behalf of users, or devices.

{vi) Authenticate {or verify) the identities of those users, processes, or devices, as a prerequisite to allowing access
fo

organizational information systems.

(vii) Sanitize or destroy information system media containing Federal Contract Information before disposal or
release for reuse.

(viii} Limit physical access to organizational information systems, equipment, and the respective operating
environments to authorized individuals.

{ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; and confrol and manage
physical access devices.

(x) Monitor, control, and protect organizational communications (i.e., information fransimitted or received by
organizational information systems} at the external boundaries and key internal boundaries of the information
systems.
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(xi) Implement subnetworks for publicly accessible system components that are physically or logically separated
from infernal networks.

(xii) Identify, report, and correct information and information system flaws in a timely manner.
(xiii) Provide protection from malicious code at appropriate locations within organizational information systems.

{xiv) Update malicious code protection mechanisms when new
releases are available,

(xv) Perform periodic scans of the information system and real-time scans of files from external sources as files are
downloaded, opened, or executed.

(2) Other requirements. This clause does not relieve the Contractor of any other specific safeguarding requirements
specified by Federal agencies and departments relating to covered contractor information systems generally or other
Federal safeguarding requirements for controlled unclassified information (CUI) as established by Executive Order
13556.

(€) Subconiracts. The Contractor shall include the substance of this clause, including this paragraph (c), in
subcontracts under this contract (including subcontracts for the acquisition of commercial items, other than
commercially available off-the-shelf items), in which the subcontractor may have Federal coniract
information residing in or transiting through its information

system.

(End of clause)

52.216-10 INCENTIVE FEE (JUN 2011)

(a) General. The Government shall pay the Contractor for performing this contract a fee determined as provided in
this contract.

(b) Target cost and target fee. The target cost and target fee specified in the Schedule are subject to adjustment if the
contract is modified in accordance with paragraph (d) below.

(1) "Target cost,” as used in this coniract, means the estimated cost of this contract as initially negotiated, adjusted in
accordance with paragraph (d) below.

(2) "TFarget fee," as used in this contract, means the fee initially negotiated on the assumption that this confract
would be performed for a cost equal to the estimated cost initially negotiated, adjusted in accordance with paragraph
(d) below.

(¢) Withholding of payment.

(1) Normally, the Government shall pay the fee to the Contractor as specified in the Schedule. However, when the
Contracting Officer considers that performance or cost indicates that the Contractor will not achieve target, the
Government shall pay on the basis of an appropriate lesser fee. When the Contractor demonstrates that performance
or cost clearly indicates that the Contractor will earn a fee significantly above the target fee, the Govermment may, at
the sole discretion of the Contracting Officer, pay on the basis of an appropriate higher fee.
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